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Executive Summary 
This document is the final report of the DART work package SI7. It documents the 
aims and objectives of the work package in terms of its contribution to the DART 
project, provides a detailed description of the work undertaken over the course of the 
project in order to achieve those aims and provides an archival record of the research 
and implementation of a cost effective data pre-processing system.  

This report presents the findings of research undertaken as a part of the DART 
(Dataset Acquisition, Accessibility and Annotation e-Research Technologies) project, 
specifically for Work Package SI7 - Develop a cost effective data pre-processing 
system for the secondary storage. The aim of this work package was to establish a 
data pre-processing service for refining, integrating and storing synchronous and 
asynchronous data streams from instruments and sensors into the secondary storage 
for data analysis and processing. 
 
The data pre-processing system can acquire data from either local or remote data 
sources, perform processing on computational grid resources and transfer the resultant 
data into either the local or remote data storage for accessing and archiving. The code 
for the pre-processing system forms part of the DART demonstrator and resides in the 
DART code repository. Configuration instructions are contained in section 4.  
 
This work package implements a virtual service layer, which is being utilised by the 
protein crystallography demonstrator. This layer, deployed as a middleware, shields 
the end-users from the complexity of the underlying system infrastructure and the 
operating system level issues. The layer interfaces with the demonstrator through a 
portal and renders 'store', 'analyse', and 'visualise' functions. A number of 
developments have been identified for this layer to become production ready. These 
include: 
 
1. System middleware developments in the areas of 

a. Information and Monitoring including service discovery, monitoring and 
optimisation. 
b. Logging for diagnostics and performance. 
c. Messaging for example notification of events. 
d. Data handling needs to be more comprehensive in terms of data replication, 
local caching, filtering, formatting, search, and format conversion. 
e. Policy such as enforcing/regulation of service behaviour. 
f. Metering, Accounting, and Billing. 

 
2. Application support for other research disciplines will be required and this 
necessitates the installation, deployment and provisioning of application services in a 
uniform manner over the grid. 
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1 Introduction 
This report presents the findings of research undertaken as a part of the DART 
(Dataset Acquisition, Accessibility and Annotation e-Research Technologies) project, 
specifically for Work Package SI7 - Develop a cost effective data pre-processing 
system for the secondary storage. 
 
DART (http://www.dart.edu.au/) is a collaborative project led by Monash University 
(MU), with partners James Cook University (JCU) and the University of Queensland 
(UQ). Its emphasis has been on providing support for the collaborative research 
process and on adopting a national approach to improving open access to the results 
of publicly funded research (see http://www.dart.edu.au/DART_Bid_Document.pdf). 
Structured as a series of twenty-seven inter-related work packages or research tasks, it 
was designed as a coordinated program of requirements analysis, software 
development, and policy and guideline creation that could provide ‘proof of concept’ 
for a range of software tools to support e-Science/e-Research. The results are intended 
to provide guidance on how best to:  

·  collect, capture and retain large data sets and streams from a range of different 
sources;  

·  deal with the infrastructural issues of scale, sustainability and interoperability 
between repositories;  

·  support deposit into, access to, and annotation by a range of actors, to a set of 
digital libraries which include publications, datasets, simulations, software and 
dynamic knowledge representations;  

·  assist researchers in dealing with intellectual property issues during the 
research process; and  

·  adopt next-generation methods for research publication, dissemination and 
access.   

Overall, DART has been motivated by a number of concerns, as expressed in the 
original DEST call for proposals and in the original DART proposal. These include: 

·  increased collaboration – including between disciplines and institutions, and 
often with international partners 

·  access to new technologies – computer simulation, synchrotrons, sensor 
networks 

·  the expanding size of datasets used in research 

·  increased computing analysis – data and simulation intensive 

·  a need to make better use of publicly funded data 

·  increased transparency / reproducibility of results 

·  new forms of research validation  

·  extending peer-review and allowing for annotation of online information 
resources, including datasets and elements within datasets  

·  access to the original data for appropriately authorised readers and researchers.  
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The twenty-seven inter-related work packages were grouped in to five areas. 

·  Data Collection, Monitoring and Quality Assurance (DMQ) 

·  Discovery and Access (DA) 

·  Storage and Interoperability (SI) 

·  Contents and Rights (CR) 

·  Annotation and Assessment (AA) 

 The Storage and Interoperability work package 7 (SI7) concerns the processing of 
large, raw datasets created by experiments in order to selectively refine and reduce the 
data and store the processed results in long term storage. 

SI7 contributes to the DART project aim to collect, capture and retain large data sets 
and streams from a range of different sources. This addresses the growing call for 
increased computing analysis that is data and simulation intensive. 

 

 

���  ������	
�	���
������	���	�������
������
 

The aim of this work package was to establish a data pre-processing service for 
refining, integrating and storing synchronous and asynchronous data streams from 
instruments and sensors into the secondary storage for data analysis and processing. 
 
This project would initially develop an asynchronous data (data sourced from 
CD/DVD media and SunGrid primary storage) pre-processing service and later extend 
this service for synchronous data (data sourced from real time instruments & sensors). 
 
Figure 1 shows a schematic of the Pre-Processing system. Data may be sourced from 
CD/DVD, directly entered by a researcher or acquired from instruments or sensor 
networks. The pre-processing system would provide a number of services. 

·  Data Processing 
Data collected from experiments and research activities often consists of very 
large data sets that require extensive computations to be conducted on them. Such 
computations produce an interpreted and refined set of data that has importance to 
the researcher and requires storage beyond the end of the research. There is often a 
need for a large computation resource such as a grid of computers to achieve these 
computations in a rapid manner. The MonashSunGrid in  
Figure 1 represents a computational grid. The MonashSunGrid data represents the 
data storage associated with the grid. 
·  Data Security 
The highest priority for researchers is the security of their data. The pre-
processing system will provide a complete authentication and authorization 
mechanism for data access and job submission on the grid system. 
·  Data Transfer 
The acquiring of data from a variety of sources requires secure transfer 
mechanisms to ensure data is not lost or stolen between the source and the central 
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repository. The data must also only be available to the authorized researchers once 
computational processing has been performed.  
 
 

 
 

Figure 1 Schematic of Pre-processing System 

 
 
 
·  Archiving 
Research data is recognized as having great value and there is increasing need to 
store and maintain this data in to the future. As data is gathered and processed 
researchers need to be able to specify the metadata of relevance to the research 
results and how long the data should be stored. 
·  Digitization 
Long term storage of data and transfer amongst repositories may require 
compression of large datasets. Data coming from instruments may require 
compression and/or format conversion for storage or to allow the use of 
visualization and other software.  
·  Replication 
The data replication service is required for data backup and data locality. One of 
the aims of DART is to facilitate collaboration amongst researchers and a cost 
effective replication service will allow the placing of large datasets in nominated 
repositories. 
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The term primary storage is used to refer to raw research data that requires pre-
processing before it is transferred to longer term storage. For example data coming 
straight from instruments. The term secondary storage is used to refer to post 
processed data that is to be stored for a longer time, replicated and archived. It is a 
conceptual differentiation as they could both be managed on the same physical 
storage. 

The MonashSunGrid is a high performance compute cluster that consists of 56 local 
nodes (112 CPUs) interconnected via ethernet. 
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2 Work Package SI7 Milestones 
In order to deliver the pre-processing system the following milestones were set for 
SI7.  

1. Prototype Design 

2. Prototype implementation for Demonstration 

3. Prototype Delivery 

4. Service extension to dynamic real-time data 

The loss of key staff in December 2006 resulted in a reduction of the scope of the 
work package by the exclusion of milestone 4. 

2.1 Prototype Infrastructure Design 
This work package was initially divided into three phases starting from data 
acquisition from instruments or sensor networks followed by data processing and then 
data archiving into hierarchical storage systems. From the data archiving phase the 
data can be re-processed by this system. The basic flow chart of this package is shown 
in Figure 2 

 
 

Figure 2 Pre-Processing work flow 
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The proposed data pre-processing system would be designed in such away that it can 
acquire data from either local or remote data sources, it performs processing by the 
computational resources and transfers the resultant data into either the local or remote 
data storage for accessing and archiving.  
 

2.1.1 Functionality in Pre-processor 

1. Processing 

. The data pre-processing system will use the open source Grid middleware along with 
a job queuing system for submitting jobs for data processing on Grid systems. A 
standard web service based grid middleware is Globus Toolkit 4 that provides the 
following: 

o PKI based GSI security infrastructure 

o Standard FTP based data transfer facility 

o Web services based job submission facility 

o Web based monitoring systems and 

o Integration with queuing system. 

For queuing system, Sun Grid Engine would be used for the development of this pre-
processing system. 

 

2. Security 

The data pre-processing system would use the open source scalable Grid Security 
Infrastructure (GSI), a X.509 certificate based security framework provided by 
Globus Toolkit 4. This service would provide the pre-processing system a complete 
authentication and authorisation mechanism for any job submission on the Grid 
systems. 
On the top of GSI, an online credential repository server (MyProxy) would be used to 
store credentials online for providing a single sign on facility. This service will also 
be reused for transferring data from instruments/sensors to repositories. 
 

3. Transfer 

The data pre-processing system would use the open source Grid FTP, a standard FTP 
protocol based data transfer mechanism. This GridFTP would use the GSI based 
security framework provided by Globus Toolkit 4 for authentication and authorization 
of data transfer. Furthermore, this system would support OGSA-DAI and SRB for 
data access from Grid systems. 
 

4. Archiving 

The data pre-processing system would provide data archiving service for efficient 
storage for research. This system would provide a standard based mechanism to 
archive data for long term. This would use XML based metadata to store relevant 
information about the achieved data. 
 

5. Digitalization 
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The data pre-processing system would provide data compression service for efficient 
use of storage system and to transfer data among repositories in a cost-effective 
manner. 

 

6. Replication 

The data pre-processing system would provide data replication service for backup and 
data locality. This would also provide user to replicate data among repositories in a 
cost effective manner. 
 

 

2.2 Prototype Implementation for Test Cases 
In order to implement the prototype design on the MonashSunGrid two test cases 
from targeted research areas were selected to be used as DART specific examples. 

Case 1: Protein Crystallography Data Processing 

The primary aim of this research group is to understand the role of proteins in biology 
and disease, by knowing their atomic structures using X-ray Crystallography. This 
work requires massive computational power. Figure 3 shows some sample outputs 
from processed Protein Crystallography data. 

 

(Source: "The Critical Role of Computer Power in Structural Biology" 
presentation by Ashley Buckle): 

Figure 3 Protein Crystallography Processing 

 

Case 2: Regional Climate Modelling Data Processing 

The primary aims of this research group are to:  

·  Simulate complete climate model for consistency and efficiency that 
requires massive computational power  

 
Grow Protein 
Crystal  

 
Collect X-Ray data 
from instruments  

3D atomic structure after processing by SI-7 
workpackage  
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·  Simulate for the timespan 2000 to 2005 that produces about 250 GB 
storage per experiment  

·  Control various scenario experiments including “real-world” setups that 
requires about 1.5 TB of storage  

Figure 4  and Figure 5  show sample outputs from processed climate model data. 

(Source: "The impact of abrupt land cover changes by savanna fire on contemporary 

north Australian climate" presentation by K. Görgen, A. Lynch, C. Enticott, J. 

Beringer, D. Abramson, P. Uotila, A. Marshall, N. Tapper):  

 

 

 

 

 

Figure 4 Near-surface horizontal wind speed [m / s]  and wind vectors Mean sea level 

pressure [hPa] 
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Figure 5 Relative humidity [%] at 700 hPa Geopotent ial height at 700 hPa 

 
 

 

It was recognized that there are many experiments in each domain. Each experiment 
can differ considerably from each other. As SI-7 is a prototype project the two 
selected cases were to be researched in the areas of processing, security, transfer, 
archiving, compression and replication as per the prototype design. 

To implement the prototype relevant software tools for each case had to be identified 
for execution on the grid. These tools would be converted to run on the grid. Job 
scheduling would be enabled along with authentication of the user, authorization to 
execute and access the data, raw data compression and format changes for 
visualization, security of transfer and data replication.  

2.3 Prototype Delivery 
The pre-processing system prototype consists of installing, configuring and 
interfacing layers of middleware to provide the services required for e-research. These 
services can be accessed programmatically using traditional command line utilites 
such as ssh (secure shell). However, the aim of DART is to provide an end to end e-
research environment that can be accessed easily from remote locations without 
specialized computing knowledge. To facilitate this, a web interface was developed 
concurrently for the prototype. 
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 The DART requirements and the choices made in the middleware selections made 
web portlets an appropriate approach (refer section 2.4 for discussion). Gridsphere, a 
JSR168 portlet container offered some pre existing portlets designed to interact with 
grid technologies and was being used extensively overseas in the e-research domain. 
The web interface was developed using Gridsphere to provide web services to enable 
access to the prototype functionality. The portlets developed in SI7 are now used in 
the Analysis area of the DART demonstrator. 

2.4 Technical Requirements 
The major factor governing the choice of technologies is the ability to interact with 
other institutions on the envisaged National (and International) data network. These 
include but are not limited to, JCU, UQ and APAC. 

Other contributing factors are: 

·  Discussions between the DART chief investigators early in the project 
gained consensus that web services would enable the combining of 
heterogeneous functionality across the project.  

·  Gridsphere is well used overseas and has advantages in grid computing 
which is the focus of SI-7. Gridsphere is being used with CIMA and is 
compliant with JSR168 standard for portlet development. JCU is working 
with Gridsphere. 

·  The pre-processing system was to be cost effective so open source 
software was deemed to avoid the overhead costs of proprietary licenses. 

 

Security Issues 
When dealing with any information it is necessary to ensure the secure storage and 
handling of this information.  There are several reasons for information security, for 
example, some information pertains to commercial-in-confidence research results that 
can be of great monetary value.  Also, in terms of information credibility the 
information must be secure to prevent the information from being altered or 
corrupted, which would render any research using this dataset void.  In the fields the 
DART project aims to target, accuracy is paramount to the research being undertaken. 
The problem SI7 encountered when addressing security measures were that the 
project implementation needed to utilize several very different security technologies 
such as the use of Certificates as a means of authenticating users and nodes on the 
system.  PKI (public key infrastructure) was used in conjunction with the certificates 
to help in authenticating users, and also as a means of encrypting data.  
Shibboleth is a relatively new technology that allows a single sign on for a user, 
where a certificate is created to allow the same user to work on other “shibbolized” 
(shibboleth enabled) systems.  This allows for easier access to many resources, which 
is one of the fundamental philosophies of the grid infrastructure. 
 

PKI 

Public key infrastructure is an encryption method that can also be used as a means of 
authenticating the sender or the receiver of the message.  PKI works by generating a 
pair of related keys, the public key and the private key, for each user.  the user 
generally enters some personal information into the system (such as address, or full 
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name) which is then used to generate a unique key pair.  The public and private keys 
are mathematically related, but it is impossible to find out the private key from the 
public key, and vice versa.  Public keys are public, so anybody can find out a users 
public key, which are often stored in an accessible database similar to a phone book. 
If user A wants to send an encrypted message to user B, user A will encrypt the 
message using user B's public key.  This means that the only person to be able to 
decrypt the message will be user B, who must use his private key to decrypt the 
message.  Conversely, user A may encrypt a message with their own private key, and 
broadcast it, so anybody who knows user A's public key can decrypt it.  whilst this 
method provides little security (as anyone can decrypt the message) it offers the 
advantage of authenticating who the message came from. 
 
 
Certificates 
A user must first prove their identity to the certificate authority, which will then 
generate the user a certificate.  This certificate is stored in the MyProxy server.  When 
a user tries to log into the grid portal, the system will request username and password, 
and sometimes the certificate authority information must also be provided by the user.  
When this information is entered, the system query the MyProxy server and try to 
retrieve the user's certificate.   If the user is authorized, they will be given access, and 
the grid services are given the privileges to run jobs on behalf of the user. 
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3 SI7 Project Outcomes 
The outcome of the SI7 work package was a working prototype of a grid pre-
processing service as described in section 2. The prototype used open source software 
to achieve a cost effective solution. The pre-processing service is accessed by a web 
interface constructed using standardized (JSR168) Java portlets that can be assembled 
to provide the basis of a customized pre-processing portal for individual research 
disciplines. 

The archiving and replication services rely on the capabilities of the SI9 work package 
and more information can be found in that report. The prototype design has however 
provided the middleware capability to set parameters to govern these activities.  

3.1 Prototype Infrastructure Design 
The design phase consisted of reviewing, implementing and testing several 
technologies to ensure they had the capability to interoperate correctly. There are four 
layers to the architecture as shown in Figure 6. 

 

 

 
 

Figure 6 Four Layered Architecture 
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Resources Resource 
Manager 

Globus Portal 

MonashSunGrid 
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Globus Toolkit 
(GSI, GridFTP, 
Web Services / Pre-
WS GRAM) 

Gridsphere 

 

The Globus Alliance is a community of organizations and individuals developing 
fundamental technologies behind the "Grid," which lets people share computing 
power, databases, instruments, and other on-line tools securely across corporate, 
institutional, and geographic boundaries without sacrificing local autonomy.  

The Globus Toolkit is an open source software toolkit used for building Grid systems 
and applications. It is being developed by the Globus Alliance and many others all 
over the world. A growing number of projects and companies are using the Globus 
Toolkit to unlock the potential of grids for their cause.  

Globus provides peer to peer connections between different resources eg between 
Monash and JCU or UQ. It provides a number of services in this regard – security, job 
execution, file transfer etc. At each institution the resource manager behind globus 
can be different. In our case it is Sun Grid Engine. 

Globus provides services to user front-ends for grid computing. In our case the 
Gridsphere provided portlets incorporate globus webservices. These services will run 
jobs, provide authentication, data transfer etc on the machine it is connected to, in our 
case the gateway node. We are using the Sun Grid Engine job manager developed by 
the London e-Science Centre for our development. SGE is used on the grid and is 
responsible for accepting, scheduling, dispatching, and managing the remote 
execution of large numbers of standalone, parallel or interactive user jobs.  

The services SI7 is supplying are 

�  Data processing service [Globus GRAM, SGE]  

�  Data security service [CA, GSI, MyProxy] 

�  Data transfer service [GridFTP, RFT] 

�  Data archiving service [Metadata, OGSA-DAI] 

�  Data digitization service [NetCDF, CIF, tar, zip] 

�  Data replication service [RLS, SRB, LDR] 

Implementation of Globus Toolkit 4 provides functionality for the following: 

o PKI based GSI security infrastructure 

�  Provides authentication and grid certificates 

o GridFTP based data transfer is used for secure transfer facility 

o Web services based job submission facility 

o Web based monitoring systems and 



SI7 Final Report 
 

Page 17 of 39 

o Integration with queuing system. Sun grid engine (SGE) 

Grid FTP 
 

GridFTP provides software level data streaming for higher throughput. It uses the 
GridFTP protocol as an overlay on the transport-layer protocols. It offers a high-
performance, reliable, secure data transfer protocol for high bandwidth grid clients 
and servers. 

Grid FTP builds upon the standard FTP protocol.  The Grid FTP service allows the 
secure transfer of data between nodes.  One major benefit of the Grid FTP protocol is 
that it has the ability to remotely transfer. For example, a user logged into computer 
C can transfer data from computer A to computer B.  This is unachievable in the 
traditional FTP standard.  Another important benefit of Grid FTP is that the protocol 
employs data encryption similar to the SSH standard, using RSA key infrastructure. 
 

The demonstration portal uses GridFTP to transfer data from primary SRB storage 
for processing. Once processing is complete GridFTP is again used to transfer the pre 
processed data to secondary storage. More detail can be found in the SI9 and SI3 
reports. 

SRB (Storage Resource Broker) 

SRB (Storage Resource Broker) – supports shared data collections that can be 
distributed across multiple organizations and heterogeneous storage collections. SRB 
is used on the Primary and Secondary storage and contains user and system access 
rules. The current implementation requires the user to log into the Portal then log into 
the SRB browser as shown in Figure 7.  

 
Figure 7 SRB login appearing in the demonstration P ortal  

 

3.2 Prototype Implementation for the Test Cases 
The prototype was to be implemented for the two cases described in section 2.2. This 
involved developing the following discipline specific services. 

Protein Crystallography data processing service 

One of the most commonly used processing applications in protein crystallography is 
CCP4.  This suite of programs was enabled in the pre processing system prototype as 
an example case. 
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CCP4 implementation 
The CCP4 suite is a bundle of separate applications that process raw data in different 
ways depending on the desired result the researcher requires.  CCP4 is quite unique in 
the way that it is a series of small applications, while most other offerings are one 
large application that process the data sequentially.  

The most important benefit of the way CCP4 is packaged, is that because of its highly 
segmented nature, it is very easy to add or remove packages to the suite.  This allows 
for greater flexibility and customisation to the specific needs of the end users. 

CCP4 was installed on every node of the MonashSunGrid, however, when a CCP4 
job is submitted, it is sent to the head node (hn1) where the job is assigned a node to 
compute on.  The Sun Grid Engine, which runs on the cluster, manages the actual 
processing of jobs sent to CCP4 on the head node.  So a user submits a job to the grid, 
and the grid middleware will forward the job to the cluster where the SGE delegates 
processing, and feeds the results back to the grid, where it is displayed in the web 
portal. Figure 8 shows the visualization of molecular structure. 

  

 
Figure 8 The result of protein data pre-processed u sing CCP4  

 

Figure 9 shows the access to the pre processing services infrastructure via the portal, 
by retrieval of the proxy certificate and subsequent execution of a CCP4 job. 
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Figure 9 Protein Crystallography Infrastructure  

 

Climate Modelling data processing service 

Although some climate modelling algorithms were converted to run on the grid and 
processing was occurring from the programmatic interface, this demonstrator was 
abandoned due to resource constraints in the Climate Modelling project group. 

3.3 Prototype delivery 
The web interface to the pre-processing system had been developed concurrently and 
gave easy access to the services provided by the prototype. The interface shown in 
Figure 10 appears quite simple as the functionality is provided by middleware 
software (as in Figure 9) that is transparent to the researcher. 
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Figure 10 Crystallography Portal 

 

The Browse button allows the source primary dataset files to be retrieved from the 
SRB and passed to the selected tool for execution. The algorithm to be used can be 
selected from the Tools menu on the left hand side. There is an ability to also enter 
any runtime parameters that may be required. The output dataset is returned to the 
SRB. Further processing can be achieved through iterations of this workflow as per 
Figure 2 in section 2.1. It is in this area that compression strategies can be executed if 
required for efficient storage and transfer. Alternatively there may be algorithms (such 
as PDBSET) executed to change the format of the dataset to enable visualization such 
as those offered in the visualization tag. The use of workflow technologies (as in work 
package SI 5 & 6) would be a distinct advantage in this area and collaborative work in 
the future has been identified. 

The secure acquiring and transfer of datasets is achieved by use of the services 
provided in the pre-processing system.  

The use of dataset metadata when storing datasets in SRB would give more 
informative descriptions of the files being selected. This was not achieved in the SI7 
prototype due to delays in work package CR5 in gaining consensus on a standardized 
metadata schema for Protein Crystallography.  

The intended inter-institutional transfer of datasets was similarly hampered by 
firewalls and lack of trust structures in the authentication processes. Work in this area 
was diverted to the collaboration with MAMS (refer section3.4.1) in order to enable 
such secure data transfers across institutional boundaries. The extension of the 
prototype interface to accommodate the nomination of a dataset transfer to another 
site is the subject of future work. Refer to section 3.4.1. 
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3.4 Architecture Issues 
The proposed system is utilizing the computing infrastructures already available at the 
academic installations that are leading the project.  This infrastructure includes a 56 
node computational cluster running the Sun Grid Engine (SGE) to complete compute 
demanding tasks, and has the ability to run in a highly parallel manner.  In addition to 
this system, the facilities provided by the different institutions vary from web servers 
and CMS systems, to storage networks and certificate authorities.  Monash University 
for example, as the primary storage facilitator is supplying the DART project with a 
portion of an existing storage architecture.  Primary storage is a SCSI array, and has 
redundant backup. Secondary storage takes the form of a tape library, which is also 
mirrored and backed up. 
Due to the fact that the project will mainly be using existing architectures that are 
implemented by the universities, there can be some issues with this.  Relying on a 
preset architecture to complete a specific task, such as the task DART intends to 
solve, can reduce performance compared to a specifically tailored system built to 
complete the task. 
Most issues that could arise were addressed before development took place, and 
collaboration between the universities and the project team resolved many of the 
issues. 
 

 

3.4.1 Collaborations 

There were several collaborations involved in the DART project.  To be able to test 
the usability of the system DART was developing, sets of realistic data were used to 
maximize the test of effectiveness.  Several very different datasets with different 
processing requirements were originally used to test the system's capabilities to 
provide support to scientific research.  The two main collaborations were with the 
Victorian Bioinformatics Consortium, who supplied DART with the protein 
crystallography datasets to test the DART project's success at computing large 
amounts of small nonparallel jobs.  The second main collaboration was with the 
Regional Climate Group, who were providing DART with the datasets used to test 
very large calculations based on climate and weather patterns. 
 
SRB 

The Storage Resource Broker (SRB) is a middleware that allows data stored on a 
variety of different file systems to be federated and accessible.  SRB uses a relational 
database of metadata called the Meta Catalog (MCAT).  The MCAT database can be 
queried with standard SQL statements to locate data.  The SRB is a structure that acts 
as a mid layer between the physical storage of data, and the portal display of data. 

The basic concept of the ability to categorize sort and search many different file 
systems through one standard interface is the very essence of the grid, where these 
differences become transparent to the end user, and it doesn't matter where or how 
data is stored, so long as it is accessible in a familiar form. Collaboration between 
institutions is necessary to establish a federated MCAT. 
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The firewalls control among other things the data and protocols allowed across their 
attached networks. Firewall rules have been set to allow SRB and GridFTP (comms 
port 2188) traffic. The SRB port numbers are called from the Globus port range. 

 

Work with MAMS on Shibboleth  

The goal of this project was to provide a secured federated authentication and 
authorisation infrastructure interface for the Grid services established through DART 
and LIEF funded Data Grid project. 
 
DART required a Single-Sign-On (SSO) mechanism for authorized users of the 
partner organisations to log in using one name and password (or equivalent), and then 
be able to access all authorized E-Research Grid services without needing to log in 
again. MAMS identity and access management (IAM) self-registration tools would be 
used for Single-Sign-On capability among Grid CA and MyProxy based E-Research 
Grid services and federated inter institutional Identity management services. 
 
Monash will be contributing towards MAMS project as an institution IdP with 
seventy thousand users. It will also open a pathway for integrating the E-Research 
services being developed under DART and Data Grid projects among Monash, ANU, 
UQ and JCU. It will enhance the authenticated and authorized access of E-Research 
Grid services in a federated manner. 
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4 Archival Storage of Project Deliverables 
The artefacts that were created during construction of the pre-processing system are 
mainly the configuration scripts and installation instructions for the middleware 
infrastructure and services provided. These have been outlined in section 4.1 and 4.2 
with more details recorded in Appendix A and Appendix B. 

The code for the portal interface has been subsumed into the demonstration portal and 
has been made available in the DART code repository. 

 

���������	
��� The final 
reference will be inserted when 
known. 
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4.1 Globus Install 

������������
���������
����������������	���������� ���	�������!"�����������"����
��	����������� ���������
�"!��������

·  �#
� ����������"�������
$���!�%%����
������������
���
�"%!	���%!����
��%���& ��'������
�'
"	�	����!�! (��

·  )������� ����� ��	����������"����"	�	��"����
$���!�%%"�����������
� ��������% (��

������������
�������	��������!���������*�+������
�	 �!�,�+-./0-������
���  �
���
	��!	���� �����
���������������!"����� �
����

4.1.1 Prerequisites 

���������������	����
��!���������"��
�""	������	��� �&�����	

��������������������
$����,�*�"(,�������	���������������
��!�������	�
�" "	���
	����� proxy ��������!�����
��&�������������"�����	��	������+���������� �����!� �1*�
�""	������	�	��	����	��
scripts/proxy.sh.�$+!!����1�#(��

���	�������,������
��!�������	���������"�����	��	�� ��
	����� CERT_STORE����
��
!���������	�����
���*�
���	���������� ��������� ��� ����

·  GRID-DEV-CA.tgz ��

·  <hostname>_certificates.tgz ������� <hostname> ���������	"��	������
���!���� � hostname -s ��

������	��������� ����,������� ���!��%%����'�����!
��
������	�% ��

4.1.2 Installation 

2�������34��� �*���
	���� �����$��,�� �*��5�������� �
��������0�����(���������
alternate globus installation instructions�$+!!����1�#(��

��  ��	����������	��	������
��!���

2.  cd ~ 

3.  svn co http://<myServer>/<myPath> 

6�  )��� *� globus.sh ����
���	�������	!!��!��	��������	"�� ������� proxy �

�""	����

5.  cd ~/dart 

6.  edit globus.sh 

��  -�����������	��	������
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8.  cd ~/dart 

9.  ./globus.sh 

7���*���	��� �����������������%34���

source /etc/profile 

vdt-control --on 

������!�������%34���

source /etc/profile 

vdt-control --off 
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4.2 Sun Grid Engine Install 

4.2.1 QMaster Install 

·  ��
�������
��"	
�����������������"	�����$���8&"	��� �(��

·  ����
�08-�����

·  export SGE_ROOT="/usr/local/sge" 

·  ��!	
������	��� ������

·  mkdir -p $SGE_ROOT 

·  cd $SGE_ROOT 

·  tar zxf ~<myDir>/downloads/SunGridEngine/sge-
6.0u10-common.tar.gz 

·  tar zxf ~<myDir>/downloads/SunGridEngine/sge-
6.0u10-bin-lx24-amd64.tar.gz 

·  chown -R sgeadmin:sgeadmin $SGE_ROOT 

·  ��	�������	����

·  ./install_qmaster 

·  ���8&"	������9:;<��

·  ���8�1�
����9:;���

·  �	*� �� ���� pkgadd ��

·  ����!��	���� 20000-20100 ��

4.2.2 ExecD Install 

·  ����
�08-�����

·  export SGE_ROOT="/usr/local/sge" 

·  ��!	
������	��� ������

·  mkdir -p $SGE_ROOT 
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·  cd $SGE_ROOT 

·  tar zxf ~<myDir>/downloads/SunGridEngine/sge-
6.0u10-common.tar.gz 

·  tar zxf ~<myDir>/downloads/SunGridEngine/sge-
6.0u10-bin-lx24-amd64.tar.gz 

·  chown -R sgeadmin:sgeadmin $SGE_ROOT 

·  ��	�������	����

·  ./install_execd 
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5 Recommendations 
This work package implements a virtual service layer, which is being utilised by the 
protein crystallography demonstrator. This layer, deployed as a middleware, shields 
the end-users from the complexity of the underlying system infrastructure and the 
operating system level issues. The layer interfaces with the demonstrator through a 
portal and renders 'store', 'analyse', and 'visualise' functions. This layer will need the 
following developments to become production ready: 
 
1. System middleware developments 

a. Information and Monitoring 
o On the fly discovery of services required by the applications 
o Real-time monitoring, and 
o Optimisation 

b. Logging 
o For diagnostics and performance optimisation 
o Delivering of logs over the grid 

c. Messaging 
o Notification of events in real-time by subscription  

d. Data 
o This aspect has been implemented within the narrow focus of 

GridFTP. More comprehensive data management would be needed 
which will address data replication, local caching, filtering, formatting, 
search, and format conversion. 

e. Policy 
o Enforcing/regulation of service behaviour. 

f. Metering, Accounting, and Billing 
 
 
2. Application support 

a. The current application support within the virtual service layer is  
designed to demonstrate the protein crystallography application. 
Some design enhancements will be required if other areas of research 
are be supported down the line. 

b. Installation, deployment, and provisioning of application services in  
a uniform manner over the grid. 
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7 Terms of Reference 

7.1 Glossary 

Acronym Definition 

AA Annotation and Assessment.  One of the main work 
packages. 

Acronym Definition 

APAC Australian Partnership of Advanced Computing.  The main 
Australian body that manages grid and supercomputing. 

CCP4 Collaborative Computational Project 4.  A collection of 
protein crystal pre-processing algorithms. 

CIMA Common Instrument Middleware Architecture.  The 
middleware that allows non-standard equipment to be 
interfaced with the grid, for example an X-ray machine. 

CMS Content Management System.  Usually a user interface to 
developing a website.  Allows easy management of 
content. 

CR Contents and Rights.  One of the main work packages. 

DA Discovery and Access.  One of the main work packages. 

DART Dataset Acquisition Accessibility and Annotation e-
Research Technologies.  The title of the project which this 
document details. 

DMQ Data Collection, Monitoring and Quality Assurance.  One of 
the main work packages. 

FTP File Transfer Protocol.  A standard file transfer method.  
Globus uses Grid FTP which has encryption. 

GSI Grid Security Infrastructure.  The package of security 
middleware that runs under the Globus grid. 

IAM Identity and Access Management.  Set of rules to manage 
users and their credentials. 

JAINIS JCU And Indiana Instrument Services.  JAINIS is the DART 
implementation of the CIMA middleware. 

JCU James Cook University.  One of the institutions involved in 
the development of the project. 

JSR Java Specification Request.  This is the specification of the 
Java platform (JSR168 is the portal specification).  Java 
proprietary standard. 

MAMS Meta-Access Management System.  A system for 
managing University Information, a project funded by 
DEST. 

MU Monash University. One of the institutions involved in the 
development of the project. 

OGSA Open Grid Services Architecture is a set of standards that, 
when followed allow development to be grid orientated. 

PKI Public Key Infrastructure.  An encryption technology. 
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Acronym Definition 

SCSI Small Computer System Interface.  A type of interface 
designed for hard drives, which provides fast and reliable 
access. 

SGE Sun Grid Engine.  The software that schedules tasks to the 
computational cluster. 

SI Storage and Interportability.  One of the main work 
packages. 

SRB Storage Resource Broker.  Is a logical distributed file 
system. 

SSO Single Sign-On.  A method where only one login is required 
to access multiple systems. 

TB Terra Byte.  1024 gigabytes, a very large amount of data. 

UQ University of Queensland. One of the institutions involved in 
the development of the project. 

XML Extended Markup Language.  A web based language that 
allows data and metadata  to be tagged with categories. 
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8 Appendix A (Non VDT Instructions) 
 

������������
�������	��������!���������*�+������
�	 �!�,�+-./0-������
���  �
���
	��!	���� �����
���������������!"����� �
����

������������
������	��� ���	�"�
��"����"	��	������	 ��	������ ���������������������
������	���� ���������������
�����������	������34��� ����5��*���!	
�	�������
�0�����
"	�	����*��,�������������������	�������
�0�	�	!���� "	��	��*���

·  !����&�������,�"	��������*��5���������"���	��
����� ��!"����������
����	������

·  yum install postgresql-server 

·  yum groupinstall development-tools 

·  "	��������*��5����������� ����������������"�����	�� 	������

o JAVA_HOME��

o ANT_HOME��

·  ��	��	�
�!*�� ����������������
��'�
���!�%%��������������%�������%������	��% ��

·  ��	��	�
�!*�� ���������	��	��������!����
��!���

·  svn cat 
https://svn.hpc.jcu.edu.au/svn/apac/gateway/install _s
cripts/globus.sh > globus.sh 

·  chmod +x globus.sh 

·  ����	����

·  DO_ENV=1 ./globus.sh -t 
http://andrewsh.its.monash.edu.au/downloads/globus/ gt
4.0.4-x86_64_rhas_4-installer.tar.gz -l 
/usr/local/globus 

·  su globus -c "cat <<EOF >> ~globus/.bashrc 

·  export GLOBUS_LOCATION="/usr/local/globus" 

·  export JAVA_HOME="$JAVA_HOME" 

·  export ANT_HOME="$ANT_HOME" 
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·   

·  source \$GLOBUS_LOCATION/etc/globus-user-env.sh 

·   

·  export PATH=\$JAVA_HOME/bin:\$ANT_HOME/bin:\$PATH 

·  EOF 

·  " 

·  ����	�����������	�	!�����

o �	��
�����	����

o su - globus -c 'for i in 
globus_gram_job_manager_setup_sge-1.1.tar.gz\ 

o  globus_scheduler_event_generator_sge-1.1.tar.gz\ 

o  globus_scheduler_event_generator_sge_setup-
1.1.tar.gz\ 

o  globus_wsrf_gram_service_java_setup_sge-
1.1.tar.gz; do 

o   wget http://<myServer>/downloads/globus/$i && 
gpt-build $i gcc64 

o done' 

o  ��	���������������	����

�  "	��������*��5�������	

�������*��������
������
�"" 	����
$��,�����
�08-����	���
�08.0==����������
��
>
�08-���%>
�08.0==%
�""��%�����������(��

�  export SGE_ROOT="/usr/local/sge" 

�  export SGE_CELL="default" 

�  mkdir -p $SGE_ROOT 
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�  mount -o hard,intr sge:$SGE_ROOT 
$SGE_ROOT 

�  su - globus -c "cat <<EOF >> 
~globus/.bashrc 

�  export SGE_ROOT=$SGE_ROOT 

�  export SGE_CELL=$SGE_CELL 

�  source 
$SGE_ROOT/$SGE_CELL/common/settings.sh 

�  " 

�   �������!��

�  su - globus -c "gpt-postinstall" 

·  
��	������"	�������
�������	������!��

·  mkdir -p /etc/grid-security/certificates 

·  tar -C /etc/grid-security/certificates -zxf GRID-
DEV-CA.tgz 

·  rm /etc/grid-security/certificates/29799204.r0 

·  tar -C /etc/grid-security -zcf 
${HOSTNAME}_certificates.tgz 

·  mv /etc/grid-security/cert.pem /etc/grid-
security/hostcert.pem 

·  mv /etc/grid-security/key.pem /etc/grid-
security/hostkey.pem 

·  chmod 600 /etc/grid-security/hostkey.pem 

·  for i in cert key; do 
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·    cp /etc/grid-security/host$i.pem /etc/grid-
security/container$i.pem 

·  done 

·  chown globus:globus /etc/grid-security/container* 

·  touch /etc/grid-security/grid-mapfile 

������	���	� ������������	������������������������� 
�0�����	������"	������!�	*�
��������������

��  "	��������������!������������	�����$�������&"	����( ��

2.  $ qconf -sconf | egrep 'reporting=|joblog=' 

3.  reporting_params             accounting=true 
reporting=true \ 

4.                               flush_time=00:00:15 
joblog=true sharelog=00:00:00 

7������	�� reporting=true �	��� joblog=true ��� ����*�	���5�,�	��������"��

qconf -mconf 

:�  "	���������!������� ����������������������$�������� ����������(��

6.  $ cat $GLOBUS_LOCATION/etc/globus-sge.conf 

7.  log_path=/usr/local/sge/default/common/reporting 

8.  $ ls -l /usr/local/sge/default/common/reporting 

9.  -rw-r--r-- 1 sgeadmin sgeadmin 19737 May  3 11:47 
/usr/local/sge/default/common/reporting 
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9 Appendix B (scripts/proxy.sh) 

������������
�������	��������!���������*�+������
�	 �!�,�+-./0-������
���  �
���
	��!	���� �����
���������������!"����� �
����

 

# proxy 

function to 

enable/disabl

e command 

line proxy 

settings  

?� # NOTE: need to set OPTIND=1 before exiting this fu nction so 

arguments are parsed on the next call  

;� function proxy() { 

6�         local USERNAME=$USER 

:�         local DELETE=0 

<�         local RETURN=0 

��         local PASSWORD PROXY_PROMPT 

@�         local PROXY_TYPES= "http_proxy ftp_proxy noproxy"  

A�         PROXY_TYPES= "$PROXY_TYPES $(echo $PROXY_TYPES | tr a-z A-

Z)"  

�9�  

���         while  getopts  "u:dp:hst:"  OPTION; do 

�?�                 case  $OPTION in   

�;�                         u) USERNAME=$OPTARG;; 

�6�                         d) DELETE=1;; 

�:�                         p) PASSWORD=$OPTARG;; 

�<�                         t) PROXY_PROMPT=$OPTARG;; 

���                         h) 

�@�                                 cat << EOF 

�A�  

?9� usage: proxy [-h] [-d] [-u user] [-p password] [-t prompt_string] 

?��  

??�         -h this help message 

?;�         -s proxy setting status 

?6�         -d delete the proxy settings 

?:�         -u set  the proxy username to user (defaults to \$USER) 

?<�         -p set  the proxy password to password 

?��         -t set  the proxy password prompt 

?@�  

?A� EOF 

;9�                                 RETURN=1;; 

;��                         s) 

;?�                                 for  type  in  $PROXY_TYPES 
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;;�                                 do 

;6�                                         local VAL= "$(eval " echo  

\${$ type } " | sed -e " s/\(.*\):.*\(@.*\)/\1\2/ ")"  

;:�                                         [ -z "$VAL"  ] && 

VAL="unset"  

;<�                                         echo  "$type $VAL"  

;��                                 done  | column -t 

;@�  

;A�                                 RETURN=1;; 

69�                         *) 

6��                                 echo  "Invalid option: $OPTION"  

6?�                                 RETURN=1;; 

6;�                 esac  

66�         done  

6:�  

6<�         if  [ "$RETURN" -eq 1 ] 

6��         then  

6@�                 : # noop  

6A�         elif [ "$DELETE"  -eq 1 ] 

:9�         then  

:��                 for  type  in  $PROXY_TYPES 

:?�                 do 

:;�                         eval  "unset $type"  

:6�                 done  

::�         else  

:<�                 PROXY_PROMPT=${PROXY_PROMPT:-passwo rd} 

:��                 while  [ -z "$PASSWORD" ] 

:@�                 do 

:A�                         read  -sp "${PROXY_PROMPT}: "  PASSWORD 

<9�                         echo  

<��                 done  

<?�  

<;�                 # this is a bit dodgy - incorrectly setting 

no_proxy :(  

<6�                 for  type  in  $PROXY_TYPES 

<:�                 do 

<<�                         eval  "export 

$type=\"http://$USERNAME:$PASSWORD@proxy.monash.edu .au:8080/\""  

<��                 done  

<@�         fi  

<A�  

�9�         # reset so we get to parse options on the next call  

���         OPTIND=1 
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�?� } 
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10 Report Signoff 
It is agreed between 

Lead Investigator 

and 

Chief Investigator 

and 

DART Project Director 

That the Final Report Document for the DART SI7 Develop a cost 
effective data pre-processing system for the secondary storage gives a full 
account of the work undertaken for the DART Project. 

Staff Member Contact 
Staff Member Contact 
Staff Member Contact 
Staff Member Contact 

 
·  has been read and reviewed by all parties, 

·  shows that the work package ?? has been completed satisfactorily,  

·  clearly outlines the functionality that was delivered. 
 

Dated this    ddth         day of            mmmm                     20yy 

 
_________________________ 
Signed by name of CI for and on 
behalf of the Chief Investigator 

_________________________ 
Signed for and on behalf of DART by 
the Project Director Andrew Treloar 

 
 

 

 

 


